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1.

Policy statement

The Department of Education (the Department) is committed to preventing
information breaches and implements measures to safeguard the data and
information it collects, holds, manages, uses, and discloses as part of its functions
and activities outlined in the Privacy and Responsible Information Sharing Bill 2024,
School Education Act 1999, or any other written law.

Policy rules

This Policy is a mandatory requirement under the Privacy and Responsible
Information Sharing (PRIS) Policy and Framework.

All employees must:
¢ only access and use official and confidential information for authorised purposes.

e ensure the appropriate roles and responsibilities are defined in the processes and
procedures to address the circumstances of an information breach.

e comply with the Information Breach Procedures.

Guidance

See the Department’s Code of Conduct for further information on professional use of
information.

This policy is a mandatory requirement under the Privacy and Responsible Information
Sharing (PRIS) Policy and Framework.

Information Privacy and Data Governance team may request compliance audits to
assess the level of adherence to the policy and provide updates to the Director General,
Managers, Information Stewards, Principals, and other relevant individuals regarding the
findings of compliance monitoring activities.

Responsibility for implementation and compliance
All employees are responsible for implementing this policy.

The Information Privacy and Data Governance team is responsible for compliance
monitoring.

Scope

This policy applies to all employees.

Supporting procedures

Information Breach Procedures
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6. Definitions
Information

Means information, records or data that has been processed in a way as to be
meaningful to the person who receives it. The term ‘data’ and ‘information’ can be
used interchangeably and should be taken to mean both data and information in this
document.

Information Breach

Occurs when there is unauthorised access, disclosure or loss of information and may
be caused by malicious action, human error, or a failure of handling or systems.

7. Related documents
Relevant legislation or authority
Australian Government Protective Security Policy Framework

Children and Community Services Act 2004
Corruption Crime and Misconduct Act 2003 (WA)
Criminal Code Act Compilation Act 1913 (WA)
Criminal Procedures Act 2004 (WA)

Equal Opportunity Act 1984 (WA)

Evidence Act 1906 (WA)

Freedom of Information Act 1992 (WA)

Freedom of Information Regulations 1993 (WA)

Parliamentary Commissioner Act 1971

Privacy Act 1988 (Cwilth)

Privacy and Responsible Information Sharing Bill 2024 (WA)
Public Interest Disclosure Act (2003) (WA)

Public Sector Management Act 1994 (WA)

School Education Act 1999 (WA)

School Education Regulations 2000 (WA)

School Education (Student Residential Colleges) Regulations 2017)
Schools Curriculum and Standards Authority Act 1997 (WA)
State Records Act 2000 (WA)

Teacher Reqistration Act 2012 (WA)

Teacher Registration (General) Reqgulations 2012
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https://www.protectivesecurity.gov.au/
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_132_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_207_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_218_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_229_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_305_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_a260.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_a290.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_1462_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_674_homepage.html
https://www.legislation.gov.au/C2004A03712/latest/versions
https://www.parliament.wa.gov.au/parliament/bills.nsf/BillProgressPopup?openForm&ParentUNID=3329DA2DC25F557148258B1E003267FF
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_767_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_771_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_878_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_s2087.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_s48690.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_233_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/law_a2037.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/main_mrtitle_12938_homepage.html
https://www.legislation.wa.gov.au/legislation/statutes.nsf/subsif_t.html
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Related Department policies
Child Protection in Department of Education Sites

Councils and Boards in Public Schools
Code of Conduct

Complaints and Notification

Criminal History Screening for Department of Education Sites

Cyber Security
Duty of Care for Public School Students
Employee Performance

Enrolment in Public Schools

Injury Management and Workers' Compensation (staff personal information)

Integrity Framework

Managing a Breach of the Public Sector Standard Claims (staff/student personal
information)

Records Management

Recruitment, Selection and Appointment

Research Conducted on Department of Education Sites by External Parties

Risk and Business Continuity

Security for Public Schools and Residential Facilities

Software Use
Staff Conduct and Discipline

Student Attendance in Public Schools
Student Health in Public Schools
Students Online in Public Schools

Telecommunications Use

Working with Children Checks in Department of Education Sites

Other documents
Delegation information relating to the disclosure of information
Information Breach Procedures

Manage student files at your school (staff only)

Manage student information is SIS Classic (staff only)

Western Australian Government Cyber Security Policy

Western Australian Information Classification Policy

Western Australian Whole of Government Open Data Policy
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https://www.education.wa.edu.au/web/policies/-/child-protection-in-department-of-education-sites-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DChild%2BProtection%2Bin%2BDepartment%2Bof%2BEducation%2BSites
https://www.education.wa.edu.au/web/policies/-/councils-and-boards-in-public-schools-policy-1
https://ikon.education.wa.edu.au/-/our-code-of-conduct-and-standards/
https://ikon.education.wa.edu.au/-/access-the-complaints-and-notifications-policy/
https://www.education.wa.edu.au/web/policies/-/criminal-history-screening-for-department-of-education-sites-policy
https://www.education.wa.edu.au/web/policies/-/cyber-security-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DCyber%2BSecurity
https://www.education.wa.edu.au/web/policies/-/duty-of-care-for-public-school-students-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DDuty%2Bof%2BCare%2Bfor%2BPublic%2BSchool%2BStudents
https://www.education.wa.edu.au/web/policies/-/employee-performance-procedures
https://www.education.wa.edu.au/web/policies/-/enrolment-in-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DEnrolment%2Bin%2BPublic%2BSchools
https://www.education.wa.edu.au/web/policies/-/injury-management-and-workers-compensation-policy
https://ikon.education.wa.edu.au/-/integrity-framework/
https://www.education.wa.edu.au/web/policies/-/managing-a-breach-of-the-public-sector-standard-claims-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DManaging%2Ba%2BBreach%2Bof%2Bthe%2BPublic%2BSector%2BStandard%2BClaims%2BFramework%2B
https://www.education.wa.edu.au/web/policies/-/records-management-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DRecords%2BManagement
https://www.education.wa.edu.au/web/policies/-/recruitment-selection-and-appointment-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DRecruitment%252C%2BSelection%2Band%2BAppointment%2BPolicy%2Band%2BProcedures
https://www.education.wa.edu.au/web/policies/-/research-conducted-on-department-of-education-sites-by-external-parties-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DResearch%2BConducted%2Bon%2BDepartment%2Bof%2BEducation%2BSites%2Bby%2BExternal%2BParties
https://ikon.education.wa.edu.au/-/access-the-risk-and-business-continuity-management-policy-and-procedures/
https://ikon.education.wa.edu.au/-/access-the-risk-and-business-continuity-management-policy-and-procedures/
https://www.education.wa.edu.au/web/policies/-/school-security-for-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DSchool%2BSecurity%2Bfor%2BPublic%2BSchools%2BPolicy%2Band%2BProcedures%2B
https://www.education.wa.edu.au/web/policies/-/software-use-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DSoftware%2BUse%2B
https://ikon.education.wa.edu.au/-/access-the-staff-conduct-and-discipline-policy-and-procedures/
https://www.education.wa.edu.au/web/policies/-/student-attendance-in-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DStudent%2BAttendance%2Bin%2BPublic%2BSchools
https://www.education.wa.edu.au/web/policies/-/student-health-care-in-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DStudent%2BHealth%2Bin%2BPublic%2BSchools
https://www.education.wa.edu.au/web/policies/-/students-online-in-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DStudents%2BOnline%2Bin%2BPublic%2BSchools
https://www.education.wa.edu.au/web/policies/-/telecommunications-use-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DTelecommunications%2BUse
file://int/business/7328-Audit%20and%20Risk%20Management/Governance/GovPolicy/Policies/Working%20on%20Now/In%20Development%20-%20Information%20Breach%20Policy/Publication%202024-10/Working%20with%20Children%20Checks%20in%20Department%20of%20Education%20Sites%20Policy
https://ikon.education.wa.edu.au/-/manage-student-files-at-your-school
https://ikon.education.wa.edu.au/-/sis-classic-administration-manager
https://www.wa.gov.au/government/publications/2024-wa-government-cyber-security-policy
https://www.wa.gov.au/government/publications/western-australian-information-classification-policy
https://data.wa.gov.au/sites/default/files/Open%20Data%20Policy%20v2%202022.pdf
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8. Contact information
Policy manager: Director Business and Customer Services
Policy contact officer: Principal Consultant Information and Data Governance

E: businessandcustomerservices.infoprivacygovernance@education.wa.edu.au

0. Review date

12 November 2027

10. History of changes

Effective date ‘ Last update date | Policy version no. ' Ref no. ' Notes
This table will be completed by the Governance Unit.

12 November 1.0 D24/0491921 | New policy,

2024 endorsed by the

Director General at
the Corporate
Executive meeting
held on 11
September 2024.
D24/0653243
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1

3.1

3.2

POLICY SUPPORTED

Information Breach Policy

SCOPE

These procedures apply to all employees.

PROCEDURES

CONTAIN THE INFORMATION BREACH
The employee who discovers a breach must:

o take steps to contain the breach by limiting distribution of the affected information
and preventing further compromise.

¢ immediately inform their principal/line manager.

The principal/line manager must:

¢ confirm that steps have been taken to contain the breach.

¢ document details of the steps taken to aid in the assessment, review, and
developing of preventative actions and/or education programs and training

material.

o seek advice from the Departments Standards and Integrity Directorate in cases
of potential breaches of discipline or conduct.

e inform the Information Custodian.

e if required, escalate the incident to the Information Privacy and Governance
Team for them to carry out further investigations and reporting.

The Information Custodian must:

e have an oversight of the breach related to their information asset to review and
continually update risk mitigation strategies

The Information Privacy and Governance Team must:
e support the communications related to breaches.

e determine if other escalation or notification is required.

ASSESS THE DETAILS OF THE INFORMATION BREACH
The principal/line manager must:

e carry out an initial and impartial assessment depending on the breach
circumstances.

Information Breach Procedures
All policy and procedural statements contained within this document are lawful orders for the purposes of section 80(a) of the Public
Sector Management Act 1994 (WA) and are therefore to be observed by all Department of Education employees. (s
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For escalated breaches, the Information Privacy and Governance Team must:

¢ seek advice from the Departments Standards and Integrity Directorate in cases
of potential breaches of discipline or misconduct.

Guidance:
Factors to consider when assessing an information breach:

Details of the breach: Assessors should evaluate the type and sensitivity of breached
information, identify affected individuals, and determine the extent and impact of the breach.

Source of the breach: Assessors must investigate the source of the breach to identify the
root cause and contributing factors, determining if it was due to malicious intent, human error,
or negligence. They should understand the circumstances leading to the breach, assess if it
was a system failure or a procedural issue, and determine if it was an isolated incident or an
ongoing risk.

Impact assessment: Assessors must evaluate the nature of the breach, affected individuals,
and the type of compromised information. They should determine the extent of the breach
and assess potential current and future harm to both the affected individuals and the
Department.

Extent: Assessors must quantify the amount of data or number of records breached, the
duration the breach went undetected, and whether the information has been recovered.

Harm to individuals and the Department: Potential harm to individuals includes identity
theft, threats to personal safety, damage to reputation, loss of business opportunities, and
financial loss. For the Department, the breach could impact service capacity, result in loss of
reputation and public trust, financial loss, exposure of sensitive information, loss of assets,
and risk of regulatory penalties or legal liability.

3.3 NOTIFY THE RELEVANT AUTHORITIES
The principal/line manager must inform:
¢ the Information Privacy and Governance Team.

e other responsible officers in accordance with Western Australian Information
Classification Policy.

o the Standards and Integrity Directorate if the breach constitutes a breach of
discipline or contravention of the Code of Conduct.

The Information Privacy and Governance Team must:
e provide advice on the management of a breach.

e maintain the information breach register and ensure it is stored and managed on
the Electronic Document Records Management System (TRIM).

e conduct an annual review of information breaches to determine the inclusion in
the Annual Report.

¢ review and make recommendations to implement measures and prevent future
breaches.

Information Breach Procedures
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¢ notify and report the breach to the Information Commissioner if the breach meets
the requirements of the Notifiable Information Breach Scheme under the Privacy
and Responsible Information Breach Bill 2024.

e review the process and the breach event to ensure all notification have been
finalised to determine if further action is required.

¢ implement and review the Information Breach Policy and supporting documents.

e develop education programs and training materials.

4 DEFINITIONS

Aboriginal Information

Aboriginal Information refers to information, including family history that relates to
Aboriginal people and their ancestors.

Discriminatory Harm

Discriminatory Harm refers to information that causes a person to be treated
differently due to ethnicity, gender, disability, age, religious belief, pregnancy, or
sexual orientation (for example, details of religious beliefs that leads to public
persecution).

Financial Harm

Financial harm refers to financial loss or being unable to access one’s money (for
example, when a third-party gains access to bank account).

Health Information

Health information refers to personal or sensitive information or an opinion about an
identified or reasonably identifiable individual’s health, illness, disability or injury.
Including an individual’s expressed wishes about the future provision of health
services, or a health service provided or to be provided to an individual. Health
information also includes other personal information collected, to provide or in
providing a health service to an individual. Health information is regulated in Western
Australia under the Health Services Act 2016.

Information Privacy Principle (IPP) Entity

IPP entity refers to a Minister, Parliamentary Secretary, a public entity or contracted
service provider thereby, the Department of Education is referred to as an IPP entity
for the purposes of this document.

Notifiable Information Breach

A notifiable information breach occurs when personal information held by an IPP
entity is accessed, disclosed, or lost without authorisation and if a reasonable person
would conclude that this access or disclosure is likely to result in serious harm to the
affected individual. Serious harm refers to discriminatory, financial, physical,
psychological or emotional, or reputational harm).

Information Breach Procedures
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Personal Information

Personal Information including sensitive information, means information or an
opinion about an identified or reasonably identifiable individual, living or dead,
whether true or not, and can be recorded in a material form or not.

Physical Harm

Physical harm refers to risk of physical harm or intimidation (for example, disclosure
of a physical address to someone who wishes to cause physical harm to another).

Psychological or Emotional Harm

Psychological or emotional harm including cultural harm, means having personal
information available that causes anxiety, embarrassment, depression or hurt
feelings (for example, potential availability of personal details or family
circumstances, gender, ethnicity, or health information).

Reputational Harm

Reputational harm is damage to an individual or an IPP entity within the community
or negative publicity that damages a reputation (for example, disclosure of
information that negatively impacts an image).

Threats of harm

Threat of harm arises from the availability of personal information from an
information (or data) breach (for example, threats of blackmail or extortion).

5 RELATED DOCUMENTS

Relevant legislation or authority

Australian Government Protective Security Policy Framework

Children and Community Services Act 2004

Corruption Crime and Misconduct Act 2003 (WA)

Criminal Code Act Compilation Act 1913 (WA)

Criminal Procedures Act 2004 (WA)

Equal Opportunities Act 1984 (WA)

Evidence Act 1906 (WA)

Freedom of Information Act 1992 (WA)

Freedom of Information Requlations 1993 (WA)

Parliamentary Commissioner Act 1971

Privacy Act 1988 (Cwlth)
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Privacy and Responsible Information Sharing Bill 2024 (WA)

Public Interest Disclosure Act (2003) (WA)

Public Sector Management Act 1994 (WA)

School Education Act 1999 (WA)

School Education Reqgulations 2000 (WA)

Schools Curriculum and Standards Authority Act 1997 (WA)

State Records Act 2000 (WA)

Teacher Reqistration Act 2012 (WA)

Teacher Registration (General) Requlations 2012

Related Department policies

Child Protection in Department of Education Sites

Councils and Boards in Public Schools

Code of Conduct

Complaints and Notification

Criminal History Screening for Department of Education Sites

Cyber Security

Duty of Care for Public School Students

Employee Performance

Enrolment in Public Schools

Injury Management and Workers' Compensation (staff personal information)

Integrity Framework

Managing a Breach of the Public Sector Standard Claims (staff/student personal
information)

Records Management

Recruitment, Selection and Appointment

Research Conducted on Department of Education Sites by External Parties

Risk and Business Continuity

School Security for Public Schools and Residential Facilities
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https://www.education.wa.edu.au/web/policies/-/recruitment-selection-and-appointment-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DRecruitment%252C%2BSelection%2Band%2BAppointment%2BPolicy%2Band%2BProcedures
https://www.education.wa.edu.au/web/policies/-/research-conducted-on-department-of-education-sites-by-external-parties-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DResearch%2BConducted%2Bon%2BDepartment%2Bof%2BEducation%2BSites%2Bby%2BExternal%2BParties
https://ikon.education.wa.edu.au/-/access-the-risk-and-business-continuity-management-policy-and-procedures/
https://ikon.education.wa.edu.au/-/access-the-risk-and-business-continuity-management-policy-and-procedures/
https://www.education.wa.edu.au/web/policies/-/school-security-for-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DSchool%2BSecurity%2Bfor%2BPublic%2BSchools%2BPolicy%2Band%2BProcedures%2B
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Software Use

Staff Conduct and Discipline

Student Attendance in Public Schools

Student Health in Public Schools

Students Online in Public Schools

Telecommunications Use

Working with Children Checks in Department of Education Sites

Other documents
Delegation information relating to the disclosure of information

Manage student files at your school (staff only)

Manage student information is SIS Classic (staff only)

Western Australian Government Cyber Security Policy

Western Australian Information Classification Policy

Western Australian Whole of Government Open Data Policy

6 CONTACT INFORMATION

Policy manager:

Director, Business and Customer Services

Policy contact officer:

Principal Consultant, Information and Data Governance

E: businessandcustomerservices.infoprivacygovernance@education.wa.edu.au

7 REVIEW DATE

12 November 2027

Information Breach Procedures
All policy and procedural statements contained within this document are lawful orders for the purposes of section 80(a) of the Public
Sector Management Act 1994 (WA) and are therefore to be observed by all Department of Education employees. (s


https://www.education.wa.edu.au/web/policies/-/software-use-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DSoftware%2BUse%2B
https://ikon.education.wa.edu.au/-/access-the-staff-conduct-and-discipline-policy-and-procedures/
https://www.education.wa.edu.au/web/policies/-/student-attendance-in-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DStudent%2BAttendance%2Bin%2BPublic%2BSchools
https://www.education.wa.edu.au/web/policies/-/student-health-care-in-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DStudent%2BHealth%2Bin%2BPublic%2BSchools
https://www.education.wa.edu.au/web/policies/-/students-online-in-public-schools-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DStudents%2BOnline%2Bin%2BPublic%2BSchools
https://www.education.wa.edu.au/web/policies/-/telecommunications-use-policy?p_l_back_url=%2Fweb%2Fpolicies%2Fsearch%3Fq%3DTelecommunications%2BUse
file://centralfs.int.det.wa.edu.au/trim$/E4138834/Trim%20Context/OFFLINE/Offline%20Records%20(ED)/Information%20Breach(4)/Working%20with%20Children%20Checks%20in%20Department%20of%20Education%20Sites%20Policy
https://ikon.education.wa.edu.au/-/manage-student-files-at-your-school
https://ikon.education.wa.edu.au/-/sis-classic-administration-manager
https://www.wa.gov.au/government/publications/2024-wa-government-cyber-security-policy
https://www.wa.gov.au/government/publications/western-australian-information-classification-policy
https://data.wa.gov.au/sites/default/files/Open%20Data%20Policy%20v2%202022.pdf
mailto:businessandcustomerservices.infoprivacygovernance@education.wa.edu.au
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8 HISTORY OF CHANGES
Effective date ‘ Last update date ‘ Policy version no. ' Ref no. ' Notes
This table will be completed by the Governance Unit.
12 November 1.0 D24/0551676 | New procedures,
2024 endorsed by the

Director General at
the Corporate
Executive meeting
held on 11
September 2024.
D24/0653243
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