


[bookmark: _Hlk103166844][bookmark: _Toc84334888]APPENDIX H – INTERNATIONAL TRAVEL SECURITY CHECKLIST
This checklist is to be completed by all staff (and relevant non-employees) traveling overseas for official business to assist in the identification and management of potential security risks associated with international travel. 

	[bookmark: _Hlk138769356]Section A: Pre-Travel Requirements

	1. Review threats and security advice

	☐ Consult the Department of Foreign Affairs and Trade (DFAT) Smart Traveller website for the most up-to-date security and travel advice. Do not travel to countries or areas where DFAT has issued a “Reconsider your need to travel” or “Do Not Travel” warning. 
☐ Contact the Department of the Premier and Cabinet’s Office of State Security and Emergency Management (OSSEM) to obtain a current security risk assessment for the destination – this will determine the security practices used during the trip – email: ossem@dpc.wa.gov.au 

	2. Social media and personal information review

	☐ Update the privacy settings on your personal social media accounts to limit publicly visible information and remove any sensitive or personal details (for e.g. workplace info) from publicly accessible profiles. 

	3. Protecting documents and devices

	☐ Avoid traveling with sensitive or classified materials unless absolutely necessary.
☐ If taking corporate or personal devices for work purposes, please consult the ICT Helpdesk to find out whether any specialised equipment or additional security measures are required for high-risk destinations. Refer to Access ICT support on Ikon.

☐ Ensure you have recorded and can access the ICT Helpdesk/Cyber Security contact details in case of a device or network security issue while abroad. Refer to the DoE Cyber Security policy and procedures.


	4. Obtain required clearances and approvals

	☐ Complete the applicable travel application form as outlined in the Official Air Travel Procedures: 
· For employees, please complete Appendix C Travel Application Form – International Travel; 
· For employees travelling on third-party sponsored travel, please complete Appendix E – Proposed Sponsored Travel funded by a third-party form; and
· For non-employees, please complete Appendix J.1. Air Travel Application Form for non-employees travelling on official business.

☐ Complete any other required departmental forms (if applicable): 
· Appendix F  – International Travel Checklist;
· For employees, Appendix G – Statement of Purpose and Benefits to WA. For non-employees, Appendix J.3. Statement of Purpose and Benefits to WA for non-employees; and
· For non-employees, Appendix J.4. - Terms and Conditions for non-employees. 

☐ Obtain line manager/approval authority sign-off as per Appendix A – Travel Approval Schedule of the Official Air Travel Procedures.


	5. Incident reporting protocols

	☐ Familiarise yourself with the DoE Cyber Security policy and procedure requirements and know who to contact if you experience suspicious activity or have personal safety concerns. Refer to the WA Office of State Security and Emergency Coordination for further details. 
☐ If necessary, contact the National Security Hotline (1800 123 400 or hotline@nationalsecurity.gov.au ) if there are concerns about foreign interference or espionage.



	Section B: During Travel

	6. Travel vigilance and security awareness

	☐ Be wary of casual questioning about your work or colleagues—especially by drivers, hotel staff, tour guides or new acquaintances.

☐ Avoid discussing sensitive departmental topics in public places (for e.g. hotel lobbies, taxis, airports, restaurants) as these can be monitored. 
☐ Decline and report any suspicious offers (for e.g. complimentary hotel upgrades, “free” services or unexpected itinerary changes).

	7. Device and Information Security

	☐ Avoid using free/public Wi-Fi (hotels, airports, cafés). 

☐ Do not install or update apps on your devices while overseas.

☐ Always keep devices with you (do not leave them in checked luggage or hotel safes).

☐ Do not leave physical documents, diaries or notebooks containing sensitive information unattended.

☐ Decline any gifted electronic device or USB/media you receive (gifts, especially electronics could be used to compromise your device or monitor you). Refer to the Gifts, Benefits and Hospitality policy and procedures for more details. 




	Section C: Post-Travel Requirements

	8. Report suspicious activity and change passwords

	☐ If you experienced any suspicious activity during your trip, please notify your agency and contact the ICT Helpdesk prior to connecting any devices used during the trip to the DoE network. 

☐ Change all passwords (network logins) for devices or accounts used during the trip.

☐ Never reuse old passwords on your new or existing devices.


	9. Complete and submit the Travel Reporting Declaration

	☐ Complete the Travel Reporting Declaration (Appendix D in the Official Air Travel Procedures) or Appendix J.2 (for non-employees), noting any deviations from approved travel.


	10. Gifts and Conflicts of Interest

	☐ Declare any gifts or hospitality received while overseas in accordance with the Gifts, Benefits and Hospitality Policy.

☐ Declare any actual, perceived or potential conflict of interest. Please refer to the Conflict of Interest policy and procedures for further details. 



	Section D: Employee Acknowledgement of the International Travel Security Checklist

	Employee Statement
I confirm that I have read and understood the outlined International Travel Security Checklist guidelines and that I will comply with all requirements before, during and after my official overseas travel.


	Name:
	

	Position/School/Branch:
	

	Signature:
	

	Date:
	



