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1 POLICY STATEMENT

The Department of Education (the Department) undertakes records management in
accordance with legislative and business regulations for recordkeeping.

2 POLICY RULES

All employees must:

° complete the required records management induction and/or training; and
. comply with the Records Management Procedures.

Guidance

The Department operates a devolved recordkeeping environment where all employees have
recordkeeping responsibilities. It is an offence for a government organisation employee to
remove, destroy, or to have unauthorised possession or to transfer possession of
government records. Offences under the State Records Act 2000 incur a penalty of $10,000.

3 RESPONSIBILITY FOR IMPLEMENTATION AND COMPLIANCE

Implementation of the policy is the responsibility of line managers.

Compliance monitoring is the responsibility of the Director Business and Customer
Services.

4 SCOPE

This policy applies to all employees.

3) SUPPORTING PROCEDURES

Records Management Procedures

6 DEFINITIONS

ARCHIVAL RECORD

A record (also known as a state archive) that is to be preserved permanently (never
to be destroyed) because of its enduring value (i.e. historical, evidential or etc.).

BUSINESS INFORMATION SYSTEM

An organised collection of hardware, software, supplies, policies, procedures and
people, which stores, processes and provides access to an organisation’s business
information; or an automated system that creates or manages data about an
organisation’s activities.

This includes applications with the primary purpose of facilitating transactions
between an organisational unit and its customers - for example, an e-commerce
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system, client relationship management system, purpose- built or customised
database, finance or human resources systems.

CORPORATE RECORD

Provide evidence of the business activity of the organisation. Corporate records are
those that:

. contain information which is of administrative, legal, fiscal, evidential or
historical value and is not recorded elsewhere on the public record; including
electronic messaging (see Appendix A for examples);

. document important communication and/or a transaction between employees
or between an employee and another party; and

. document the rationale behind policy, senior employee decisions and
directives.

DIGITAL RECORD

Any record of information within the meaning of Section 3 of the State Records Act
2000 that exists in binary form, and that requires combinations of computer hardware
and software to be read and understood. These records may include, but not limited
to:

emails;

sms mobile text messages;

web sites;

database applications;

word processed documents;
spreadsheets; and

digitised reproductions of documents.

DISPOSAL

The removal of records from the organisation and their subsequent destruction or
transfer to the State archives collection for permanent retention as state archives.

EMPLOYEE

For the purposes of the Records Management Policy and Procedures employee is
defined as:

. a person employed under the School Education Act 1999 or the Public Sector
Management Act 1994; or

. a person who is engaged by the Department, whether under a contract of
services or otherwise; and

o including, in the case of a government organisation referred to in item 5 or 6 of
Schedule 1 (State Records Act 2000), a ministerial officer (as defined in the
Public Sector Management Act 1994) assisting the Department.

EPHEMERAL RECORD

A record which has only short-term value to the organisation with little or no on-going
administrative, fiscal, legal, evidential, or historical value and do not need to be
captured into the corporate recordkeeping system.
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RECORD

Any’ record of information’, however recorded, pursuant to section 3 of the State
Records Act 2000, and including:

anything on which there is writing or Braille;

a map, plan, diagram or graph;

a drawing, pictorial or graphic work, or photograph;

anything on which there are figures, marks, perforations, or symbols, having a

meaning for persons qualified to interpret them;

. anything from which images, sounds or writings can be reproduced with or
without the aid of anything else; and

o anything on which information has been stored or recorded, either

mechanically, magnetically, or electronically.

RECORDKEEPING

The systematic organisation and control of recorded information in any format from
the time it is created to its final disposition.

RECORDKEEPING PLAN

A document that sets out how an organisation manages its records as required
under Parts 2 and 3 of the State Records Act 2000.

RECORDKEEPING SYSTEM

A system to capture, maintain and provide access to records over time that displays
features for ensuring authentic, reliable, complete and usable records that function
as evidence of business transactions.

RECORDS MANAGEMENT
A systematic approach to the creation, maintenance, use and disposition of records.
RETENTION AND DISPOSAL SCHEDULE

Establishes the minimum retention period for each type of record listed in the
schedule regardless of medium, and dictates the final action for the record.

TRIM

The name of the mandated electronic document and records management system
used by the Department of Education in central services and education regional
offices to support compliant recordkeeping practices.

7 RELATED DOCUMENTS

RELEVANT LEGISLATION OR AUTHORITY
Criminal Code Act Compilation Act 1913 (WA)
Electronic Transactions Act 2011 (WA)
Evidence Act 1906 (WA)

Freedom of Information Act 1992 (WA)
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Effective: 3 December 2019

Public Sector Management Act 1994 (WA)

School Education Act 1999 (WA)

School Education Reqgulations 2000 (WA)

State Records Act 2000 (WA)

State Records Commission Standards

RELATED DEPARTMENT POLICIES
Enrolment in Public Schools

OTHER DOCUMENTS
Recordkeeping Plan central and regional services and school (staff only)
Manage records at your school (staff only)

Manage records in central and regional services (staff only)

State Records Commission Standard 8: Managing Digital Information

State Records Office Records Management - Advice

8 CONTACT INFORMATION

Policy manager:

Policy contact officer:

Other:

9 REVIEW DATE

3 December 2022

Director, Business and Customer Services

T: (08) 9264 4371

Policy Officer Recordkeeping

Corporate Information Services Help Desk
T: (08) 9264 4867
E: recmanhd@education.wa.edu.au

10 HISTORY OF CHANGES
Effective date |Last update |Policy Ref No Notes
date version no
28 April 2015 3.0 D15/0138792 | Major review

undertaken and split
into policy and
procedures.
Endorsed by
Corporate
Executive

13 February 2015.
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3.2

D15/0284794
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3.3

D16/0491922

Change to
mandatory content
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3.4

D18/0377954
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26 September
2017
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3.5
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Minor updates
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pages. Approval
D18/0505628
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Major review
undertaken and
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Director General on
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1 POLICY SUPPORTED

Records Management Policy

2 SCOPE

These procedures apply to all employees.

3 PROCEDURES

3.1 LINE MANAGERS

Line managers must:

provide induction for employees on their recordkeeping responsibilities and
advise them to undertake the relevant training;

include appropriate clauses regarding recordkeeping obligations in all
outsourcing contracts to enable the Department to meet its recordkeeping
obligations;

inform all persons engaged under a contract for services or otherwise of their
recordkeeping obligations;

instruct employees to comply with the latest up-to-date records management
procedures manual relevant to their site;

provide adequate resources to facilitate proper records management practices;
and

authorise disposal of records at the appropriate time as advised by Corporate
Information Services and in accordance with the approved retention and
disposal schedules and general disposal authorities.

Guidance
Information about induction and training is provided in sections 3.3 and 3.4.

The retention and disposal component of a government organisation’s approved
Recordkeeping Plan central and regional services and school (staff only) allows for the legal
disposal of records. Records identified for further retention after action has been completed
can be removed to alternative storage such as off-site or off-line storage.

3.2 BUSINESS INFORMATION SYSTEM OWNERS

Business information system owners must:

establish recordkeeping compliance processes for new business systems or
when current systems are upgraded;

implement appropriate security and authentication controls;

retain ownership of records, including the responsibility for conversion or
migration of information, for its entire life; and

oversee the storage of digital records and their metadata in appropriate media
so that they remain accessible and usable for as long as they are required
(including in legacy systems).
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Guidance

Media should be sanitised to the degree of the most sensitive information it contains (see
State Records Office Sanitizing Digital Media and Devices). For more information refer to
State Records Commission Standard 8: Managing Digital Information.

Business information system owners should comply with the mandatory requirements when
purchasing or upgrading a business information system. For further information contact the
Corporate Information Services Help Desk.

3.3 CENTRAL AND EDUCATION REGIONAL OFFICE EMPLOYEES

Central and education regional office employees must:

complete the online Recordkeeping Awareness Training (staff only) course;

complete TRIM training (staff only);

refer to Manage records in central and regional offices (staff only);

manage archival records in accordance with the State Records Commission

Standard 8: Managing Digital Information; and

° for corporate records:

o) capture all corporate hardcopy and digital records (including text
messages) relating to business activities that are received and/or created
into the Department’s recordkeeping systems;

o) maintain the currency, integrity and accuracy of records;

o) apply appropriate security to confidential and sensitive records created
and/or received by them; and

o) use secure storage and restricted physical access to confidential records.

Guidance

TRIM is the electronic recordkeeping system for central services and education regional
offices. Access to TRIM is only provided upon successful completion of the Recordkeeping
Awareness and TRIM training courses.

The Recordkeeping Awareness Training (staff only) course is accessed via Ikon.

To register for TRIM training please refer to the information accessed via lkon under Manage
records in central and regional services (staff only).

Please refer to Appendix A for additional information relating to corporate records.

3.4 SCHOOL-BASED EMPLOYEES

School-based employees must:

. complete the Recordkeeping Awareness Training course, refer to Manage
records at your school (staff only);
° refer to the Manage records at your school (staff only);
° register all official school files using the School File Plan accessed via to
Manage records at your school (staff only); and
. for corporate and archival records:
o  capture all corporate hardcopy records relating to business activities that
are received and/or created into the school’s recordkeeping systems;
O  maintain the currency, integrity and accuracy of records;
o  apply appropriate security to confidential and sensitive records created
and/or received by them; and
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O  use secure storage and restricted physical access to confidential records.

Guidance

The Recordkeeping Awareness Training (staff only) course is accessed via lkon under
Manage records at your school (staff only).

Non-Administrative/Non-Teaching staff that do not have access to the Records Awareness
Training course through the Department’s Portal should liaise with the School Administration
Office to complete the hardcopy Records Awareness Training course.

Please refer to Appendix A for additional information relating to corporate records.

4 DEFINITIONS

ARCHIVAL RECORD

A record (also known as a state archive) that is to be preserved permanently (never
to be destroyed) because of its enduring value (i.e. historical, evidential etc.).

BUSINESS INFORMATION SYSTEM

An organised collection of hardware, software, supplies, policies, procedures and
people, which stores, processes and provides access to an organisation’s business
information; or an automated system that creates or manages data about an
organisation’s activities.

This includes applications with the primary purpose of facilitating transactions
between an organisational unit and its customers - for example, an e-commerce
system, client relationship management system, purpose- built or customised
database, finance or human resources systems.

CORPORATE RECORD

Provide evidence of the business activity of the organisation. Corporate records are
those that:

. contain information which is of administrative, legal, fiscal, evidential or
historical value and is not recorded elsewhere on the public record; including
electronic messaging (see Appendix A for examples);

. document important communication and/or a transaction between employees
or between an employee and another party; and

o document the rationale behind policy, senior employee decisions and
directives.
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DIGITAL RECORD

Any ‘record of information’ within the meaning of section 3 of the State Records Act
2000 that exists in binary form, and that requires combinations of computer hardware
and software to be read and understood. These records may include, but not limited
to:

emails;

sms mobile text messages;

web sites;

database applications;

word processed documents;
spreadsheets; and

digitised reproductions of documents.

DISPOSAL

The removal of records from the organisation and their subsequent destruction or
transfer to the State archives collection for permanent retention as state archives.

EMPLOYEE

For the purposes of the Records Management Policy and Procedures employee is
defined as:

. a person employed under the School Education Act 1999 or the Public Sector
Management Act 1994; or

. a person who is engaged by the Department, whether under a contract of
services or otherwise; and

o including, in the case of a government organisation referred to in item 5 or 6 of
Schedule 1 (State Records Act 2000), a ministerial officer (as defined in the
Public Sector Management Act 1994 ) assisting the Department.

EPHEMERAL RECORD
A record which has only short-term value to the organisation with little or no on-going

administrative, fiscal, legal, evidential, or historical value and do not need to be
captured into the corporate recordkeeping system.

RECORD

Any’ record of information’, however recorded, pursuant to section 3 of the State
Records Act 2000, and including:

anything on which there is writing or Braille;

a map, plan, diagram or graph;

a drawing, pictorial or graphic work, or photograph;

anything on which there are figures, marks, perforations, or symbols, having a

meaning for persons qualified to interpret them;

. anything from which images, sounds or writings can be reproduced with or
without the aid of anything else; and

o anything on which information has been stored or recorded, either

mechanically, magnetically, or electronically.
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RECORDKEEPING

The systematic organisation and control of recorded information in any format from
the time it is created to its final disposition.

RECORDKEEPING PLAN

A document that sets out how an organisation manages its records as required
under Parts 2 and 3 of the State Records Act 2000.

RECORDKEEPING SYSTEM

A system to capture, maintain and provide access to records over time that displays
features for ensuring authentic, reliable, complete and usable records that function
as evidence of business transactions.

RECORDS MANAGEMENT

A systematic approach to the creation, maintenance, use and disposition of records.

RETENTION AND DISPOSAL SCHEDULE

Establishes the minimum retention period for each type of record listed in the
schedule regardless of medium and dictates the final action for the record.

TRIM

The name of the mandated electronic document and records management system
used by the Department of Education central services and education regional offices
to support compliant recordkeeping practices.

5 RELATED DOCUMENTS

RELEVANT LEGISLATION OR AUTHORITY
Criminal Code Act Compilation Act 1913 (WA)
Electronic Transactions Act 2011 (WA)
Evidence Act 1906 (WA)

Freedom of Information Act 1992 (WA)
Limitation Act 2005 (WA)

Privacy Act 1988 (Cth)

Public Sector Management Act 1994 (WA)
School Education Act 1999 (WA)

School Education Regulations 2000 (WA)
State Records Act 2000 (WA)

State Records Commission Standards

RELATED DEPARTMENT POLICIES
Enrolment in Public Schools
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OTHER DOCUMENTS
Recordkeeping Plan central and regional services and school (staff only)
Manage records at your school (staff only)
Manage records in central and regional services (staff only)
State Records Commission Standard 8: Managing Digital Information
State Records Office - Records Management Advice

6 CONTACT INFORMATION

Policy manager: Director, Business and Customer Services

Policy contact officer: Policy Officer Recordkeeping
T: (08) 9264 4371

Other: Corporate Information Services Help Desk
T: (08) 9264 4867
E: recmanhd@education.wa.edu.au

7 REVIEW DATE

3 December 2022

8 HISTORY OF CHANGES

Effective date Last update date | Policy Ref No Notes
version
no

28 April 2015 3.0 D15/0138793 | Major review
undertaken and
split into policy
and procedures.
Endorsed by
Corporate
Executive

13 February 2015.

28 April 2015 22 July 2015 3.1 D15/0284797 | Minor change to
update references
of TRIM to HP
Records Manager
to reflect the
HPRM upgrade
D15/0284563.

26 September 26 September 3.2 D16/0479870 | Change to

2017 2017 mandatory
content under ss
3.3and 3.4 0n
Recordkeeping
Awareness
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https://www.wa.gov.au/organisation/state-records-office-of-western-australia
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course and
updated links
endorsed by
Director General
at Corporate
Executive on 28

July 2017
26 September 27 August 2018 3.3 D18/0377964 | Minor changes to
2017 include reference

to electronic
messaging under
the definition of
significant
records, updated
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information to
reflect
organisational
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D18/0377111 and
updated
legislation links
D18/0207680.

26 September 14 November 3.4 D18/0505625 | Minor updates
2017 2018 linking to IKON
pages. Approval
D18/0505628

3 December 2019 4.0 D19/0359495 | Major review
undertaken and
endorsed by the
Director General
on 31 October
2019.
D1/0541621

3 December 2019 4.1 D21/0276493 | Minor changes to
reflect Ikon links
D21/0276358

22 November 15 November 4.2 D22/0828871 | Major change to
2022 2022 remove
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complete Records
Awareness
Training every two
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D22/0592876
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Appendix A. ADDITIONAL INFORMATION

A.l. CORPORATE RECORD

Examples of corporate records may include:

notes of oral decisions and commitments;

decisions and recommendations;

drafts and versions, where applicable;

policies and procedures;

precedent cases, where precedent plays a part in the decision-making
process;

minutes of a meeting, reports or submissions;

notes of a meeting (both formal and informal) between a teacher and a student
or letter from a principal to a parent;

business correspondence;

formal approvals; and

electronic messaging — email, voicemail, SMS (short message service),
multimedia message service (MMS).

A.2. DIGITAL RECORD

Digital records designated as having archival value remain in the custody of the
organisation which created or managed them.

A record may have any or all of the following attributes:

information which is of administrative, legal, fiscal, evidential or historical value
and is not recorded elsewhere;

formal communication and/or a transaction between officers (for example, a
memorandum, report or submission) or between an officer and another party,
or

documents the rationale behind the organisation policy, decisions or directives.

Employees should also refer to State Records Office Guideline: Management of Digital
Records (2015) and State Records Office: Records Management Advice - Email (2017)

A.3. EPHEMERAL RECORD

Examples of ephemeral records may include:

duplicates of circulars;

duplicate notices of meetings;

duplicates of minutes and other documents where the original record has
already been captured;

unsolicited advertising material (e.g. incoming promotional literature,
brochures, leaflets);

routine or trivial telephone messages; or

duplicate emails circulated for information purposes only.

All employees should learn, understand and apply the distinction between corporate
and ephemeral records.
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